This site uses JavaScript to provide a number of functions, to use this site please enable JavaScript in your browser.

VPNの脆弱性に関する不安が広がっています。ZPAの60日間無料トライアルを利用して、VPNからの移行のメリットをお確かめください。
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ホームZscalerの概要製品とソリューションプラットフォームリソース会社情報
デモを依頼するopen searchopen navigation


Zscalerの概要

Zscaler: 2023年Gartner® セキュリティ・サービス・エッジ(SSE)のMagic Quadrant™でリーダーの1社と評価
レポートを入手する


セキュリティに新しいエクスペリエンスをゼロトラストの変革力を体験する




Zscalerの違い
Zscalerの違い世界最大のセキュリティ クラウドを体験
お客様の成功事例
アナリストによる評価
Zscalerの機械学習とAI
脱炭素への取り組み



ゼロトラストの基礎
ゼロトラストの基礎ゼロトラストとは何ですか？
セキュリティ サービス エッジ(SSE)とは
SASE (セキュア アクセス サービス エッジ)とは
ゼロトラスト ネットワーク アクセス(ZTNA)とは
セキュアWebゲートウェイ(SWG)とは
クラウド アクセス セキュリティ ブローカー(CASB)とは
クラウド ネイティブ アプリケーション保護プラットフォーム(CNAPP)とは
ゼロトラストのリソース






製品とソリューション


ユーザーの保護アプリやデータへのシームレスで安全なアクセスをユーザーに提供




ワークロードの保護安全なクラウド アプリの構築と実行、ゼロトラストのクラウド接続、データ センターからクラウドまでのワークロードの保護を実現




IoTとOTの保護IoT/OTデバイスにゼロトラスト接続を提供し、OTシステムへの安全なリモート アクセスを実現





製品
製品100%クラウドネイティブのサービスで組織を変革
インターネットへのセキュアなアクセス(ZIA)
Secure Private Access (ZPA)
デジタル エクスペリエンス(ZDX)
データ保護(CASB/DLP)
Posture Control



ソリューション
ソリューションリソースの保護と接続を実現するゼロトラスト ソリューションでビジネスを推進
サイバー脅威対策
Data Protection
ゼロトラスト ネットワーク
Business Analytics
VPNの置き換え
ゼロトラストSASE
M&Aに伴う統合の加速化
デジタル エクスペリエンスの最適化
ゼロトラストSD-WAN
Zero Trust Cloud Connectivity
IoT/OT向けのゼロトラスト
製品またはソリューションを探す
パートナーとの統合業界と市場のソリューション






プラットフォーム

Zero Trust Exchangeプラットフォーム世界最大のセキュリティ クラウドを活用するZscalerのクラウドネイティブなプラットフォームがどのようにゼロトラストを実現するのかを学ぶ
Zero Trust ExchangeプラットフォームTitle Link



ゼロトラスト アーキテクチャーによる変革
ゼロトラスト アーキテクチャーによる変革トランスフォーメーションへの取り組みを推進
セキュア デジタル トランスフォーメーション
ネットワーク トランスフォーメーション
アプリケーション トランスフォーメーション
セキュリティ トランスフォーメーション



ビジネス ゴールの保護
ビジネス ゴールの保護ビジネスとITのイニシアチブを達成
中断のない事業継続性の実現
M&Aと事業分離の加速化
不況に強い企業への進化
ハイブリッド ワークの保護
Zscaler Client Connectorをダウンロード






リソース

リソースとサポート
トランスフォーメーションを加速させ、セキュリティに新しいユーザー エクスペリエンスを提供するツールとリソースを探す
リソースとサポートTitle Link
デジタル世界とゼロトラストの先駆者から学ぶ
今すぐ読む




リソース センター
リソース センターベスト プラクティスの最新情報
リソース ライブラリー
ブログ
お客様の成功事例
ウェビナー
Zpedia



イベントとトレーニング
イベントとトレーニングプログラム、認定資格、イベント情報
今後のイベント情報
Zenith Live
Zscaler Academy



セキュリティ リサーチとサービス
セキュリティ リサーチとサービスすぐに使えるリサーチとインサイト
ThreatLabzによる分析





ツール
ツールニーズに合わせたツール
セキュリティプレビュー
セキュリティとリスクの評価
セキュリティ アドバイザリーによるアップデート
脆弱性の開示
Executive Insights App
ランサムウェア対策のROI計算ツール



コミュニティーとサポート
コミュニティーとサポートサポート情報とつながりを提供するコミュニティー
Customer Success Center
Zenith Community
CXO REvolutionaries
Zscalerヘルプポータル
Zscalerの最新のイノベーションを見る



業界と市場のソリューション
業界と市場のソリューション業界や国の課題を解決に導くソリューション
公的機関
ヘルスケア
金融サービス
Education
すべてを見る
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会社情報

ZscalerについてZscalerの歴史と今後の展望

パートナーZscalerのパートナー エコシステム

ニュースとお知らせZscalerの最新情報

リーダーシップ チームZscalerの役員一覧

パートナーとの統合デジタル トランスフォーメーションを加速するパートナーとの統合

株主、投資家情報ニュース、株式情報、四半期報告書

環境、社会、ガバナンスZscalerのESGアプローチ

採用情報Zscalerでキャリアを構築

プレス センターZscalerに関するさまざまな情報

コンプライアンスZscalerが準拠する厳格な標準

Zenith VenturesZscalerが準拠する厳格な標準
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Mindbody Uplevels Security, Experiences, and M&A
with the Zscaler Zero Trust Exchange
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ゼロトラストのアプリ アクセス
サイバー攻撃の阻止
M&Aに伴う統合の加速化


プロフィール

	会社名:Mindbody
	業界:ハイテク業界
	本社:San Luis Obispo, CA, USA
	規模:Services 58,000 health and wellness organizations worldwide


背景

Mindbody provides cloud-based online scheduling and other business management software for gyms, salons, spas, and others in wellness services. Today, 58,000 health and wellness businesses with 35 million consumers in more than 130 countries and territories use its software-as-a-service (SaaS) offerings.


課題

Provide secure, effortless work-from-anywhere access to users, including developers and employees of newly-acquired companies


製品
	Zscaler Zero Trust Exchange™
	Zscaler Private Access™（ZPA™）
	Zscaler Cloud Browser Isolationについて



成果
Saves weeks—50% less time—onboarding employees of newly acquired companies,Slashes time to grant a user access to a network resource from days or weeks to minutes,Bolsters security posture with zero trust network access and device posture assessment,Provides improved user experience and faster time to productivity,Accelerated migration from on-premises data center to AWS cloud,Deployed remote access five times faster than VPNs, and more securely


成果
	Saves weeks—50% less time—onboarding employees of newly acquired companies
	Slashes time to grant a user access to a network resource from days or weeks to minutes
	Bolsters security posture with zero trust network access and device posture assessment
	Provides improved user experience and faster time to productivity
	Accelerated migration from on-premises data center to AWS cloud
	Deployed remote access five times faster than VPNs, and more securely














Michael Jacobs
Deputy CISO, Mindbody
The ease of using the services within the Zero Trust Exchange, both for end users and IT, simply blew away the competition.














お客様のケーススタディ









Goal: simplify and improve security and user experience
Despite providing a cloud-based service, Mindbody had its share of traditional security infrastructure, including multiple virtual private networks (VPNs), making the environment complex for both users and IT. More importantly, security was increasingly insufficient for staying ahead of advanced threats.


“Moving to 100 percent cloud and allowing users to work from anywhere, we could no longer rely on on-premises technology such as firewalls and network intrusion detection to keep our users safe,” said Michael Jacobs, Deputy Chief Information Security Officer and Senior Security Architect. “And with VPNs, our users had free reign to access anything on the network. We needed a solution that provided modern, cloud-native security capabilities and a less complex, easier experience for both users and administrators.”







Ease of use far leapfrogs the competition
In business for more than two decades, San Luis Obispo, California-headquartered Mindbody has grown both organically and through acquisitions, thus increasing IT complexity along the way. To streamline and simplify operations, improve user experience, and bolster security across this growing global enterprise, Mindbody evaluated a range of IT security solutions from legacy hardware vendors, such as Cisco and Palo Alto Networks, as well as cloud-based startups.


The company decided to modernize by implementing a zero trust architecture for building a Security Service Edge (SSE) ecosystem. After conducting a proof of concept, it adopted the Zscaler Zero Trust Exchange.


“We looked at a wide range of products,” recalled Jacobs. “The ease of using the services within the Zero Trust Exchange, both for end users and IT, simply blew away the competition.”







Although we will continuously mature our zero trust environment, Zscaler is helping us get where we want to be more quickly and efficiently.
- Michael Jacobs, Deputy CISO, Mindbody










Secure, easy access to network resources
To provide Zero Trust Network Access (ZTNA), Mindbody implemented Zscaler Private Access (ZPA). Part of the Zscaler Zero Trust Exchange, ZPA connects users from anywhere directly to applications—without having to place the users on the network—providing fast, easy access while also minimizing the attack surface and eliminating lateral movement.


Mindbody users have faster and easier access to the applications and network resources they need. “Users don’t have to worry about connection or internet performance issues present with legacy VPNs ,” remarked Jacobs. “They just log on and securely access the applications they need.”


Mindbody’s IT team also realizes significant operational and productivity gains from reduced overhead. “ZPA deploys five times more quickly than traditional VPN solutions and we no longer have to manage physical devices,” noted Jacobs. “Plus, we liked that it provides default least-privilege access and is based on a cloud native platform.”







Boosting security with posture assessment and more
With the granular role-based access policies that ZPA supplies, Mindbody now limits application access to only those that each employee needs to do their job. Pre-built integrations within the Zero Trust Exchange also provide seamless connections to other solutions in the company’s security environment, such as single sign-on (SSO) and multi-factor authentication (MFA).


In addition, Mindbody gained device posture assessment—a capability it considered critical. “Along with user authentication, knowing the device security configuration state is a cornerstone of zero trust,” said Jacobs.


Functionally, when a laptop or desktop user connects to a resource, ZPA automatically conducts a posture assessment to ensure that the device’s hard disk is encrypted, endpoint detection and response (EDR) agent is installed, and firewall software is enabled. ZPA also inspects mobile devices to make sure they are in compliance with corporate mobile security policies.


Furthermore, the implementation supplied the Mindbody security operations team with reporting capabilities and critical information for decision making that were previously unavailable. “Using ZPA, we can see exactly which applications our users are connecting to at any given time and have visibility into connection trends, which assists in incident response and improves operational efficiencies,” said Jacobs.







We recently acquired a company with more than 500 users. Using the Zero Trust Exchange to provide access took half the time compared to legacy solutions.
- Michael Jacobs, Deputy CISO, Mindbody










Rapid M&A onboarding and access to 700+ applications
As the company has grown by acquisition, so has the number of configured applications, to more than 700. By providing secure, easy access to applications and other cloud resources that newly acquired employees need, ZPA helps the operations team fully migrate new companies to Mindbody within a matter of weeks.


“We recently acquired a company with more than 500 users,” Jacobs said. “Using the Zero Trust Exchange to provide access took half the time compared to legacy solutions.”


Further, when a user requests access to a particular application, the response is faster than ever before. "With our legacy environment, granting permission typically took days or even weeks and senior technical resources," said Jacobs. "Now, anyone trained to administerZscaler can do it in minutes."







Secure, instant access with Browser Isolation
Mindbody is also beginning to take advantage of Zscaler Browser Isolation to allow users to securely browse the internet without the hassle of managing additional endpoint agents or plugins on every device.


Built into the Zero Trust Exchange, Browser Isolation creates an isolated browsing session that enables Mindbody users to access any webpage on the internet without having to download any of the web content served by the webpage onto the local device or the corporate network.


The company’s security operations team expects this capability to be particularly useful for granting access to third parties, or users in acquired companies, who only need to access specific internet resources. “With Browser Isolation, we can provide web browser access instantly, so they can get to work right away,” noted Jacobs.







Our developers love ZPA; They can access private applications and workloads in AWS quickly, easily, and securely.
- Michael Jacobs, Deputy CISO, Mindbody










Reduced overhead for AWS developers
In addition, Mindbody relies on the Zero Trust Exchange to support its extensive Amazon Web Services (AWS) deployment, which currently numbers close to 100 active accounts. Mindbody development teams create and manage cloud-based services for each of the various product verticals — including Fitness, Salon & Spa, and Integrative Health.


“Our developers love ZPA,” said Jacobs. “They can access private applications and workloads in AWS quickly, easily, and securely. And it’s extremely easy to grant access to a new resource, almost on the fly.”







Accelerating AWS migration
From the beginning of Mindbody’s transformation to the public cloud, it relied on the Zero Trust Exchange to engineer a secure, high-performance deployment.


To fast-track migration from the company’s on-premises data center into AWS, Mindbody centralized private access to all of its AWS environments by deploying ZPA in an account designated as the hub. Users connect to all other AWS accounts via this AWS hub account. Pursuing this strategy allows the company to onboard new users and cloud accounts even faster. Once their apps are migrated to AWS, users can connect to them immediately.


Mindbody also facilitated its migration to AWS by deploying ZPA via infrastructure-as-code (IaC). “To help us provide consistent and accelerated private access deployment in the cloud, we leveraged IaC to support our ZPA infrastructure,” Jacobs said. “Leveraging the automation capabilities of the Zero Trust Exchange, in combination with those of AWS, we’ve made what was already easy even easier.”







On-ramp to full zero trust
Today, zero trust is more than a buzzword at Mindbody, it is a way of life. “In the cloud, there’s no such thing as implied trust,” noted Jacobs.


As Mindbody moves forward, it will evaluate an expansion of its Zero Trust Exchange deployment with Zscaler Internet Access (ZIA). No matter how Mindbody ultimately proceeds, Jacobs considers his company’s Zero Trust Exchange implementation “an on-ramp to a full zero trust model.”


“Although we will continuously mature our zero trust environment, Zscaler is helping us get where we want to be more quickly and efficiently,” he said. “For our users, the Zero Trust Exchange simply runs in the background, enabling them to securely access exactly what they need, when they need it and wherever they are, ensuring they can focus on what matters.”







Saving time and money
“With ZPA, we’ve slashed VPN spending, complexity, and time to onboard remote users,” concluded Mindbody Deputy CISO Michael Jacobs. “Plus, our users’ experience is vastly improved, and they can get to work and be productive immediately. I don’t have metrics for those cost and time savings but it’s substantial.”













More from this customer









6 tips to accelerate integration of new acquisitions
 Read the Blog













関連する成功事例

Cebu Pacific Air
成功事例を読む



MCNC
成功事例を読む



California Dairies
成功事例を読む



Baker & Baker
成功事例を読む
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すべての導入事例
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ゼロトラストのリーダーとして世界的に認知されているZscalerは、世界最大のセキュリティ クラウドを活用して、ビジネスの簡素化と保護を実現するソリューションを世界中の大手企業に提供しています。
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